
      

                 
             

         
 
 

 
 

 
        

      

      

      

          

           

    

     

          

    

       

     

        

        

 

 
 
  

Two-Factor Authentication Instructions for all PMS Users 

This page contains the instructions for all PMS Users to learn how to learn how to utilize 
Two-Factor Authentication (2FA) to login into PMS Securely. Below you will find specific 
instructions for each task as well as getting a general overview of the functionality. 
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Overview of Two-Factor Authentication 

PMS Two-factor authentication is a method of confirming your claimed identities by 
using a combination of two different factors such as something you know and something 
you have. 

The PMS Two Factor Authentication allows you to use the following options to get your 
Passcode: 

• Getting an Automated Phone Call to hear Passcode 
• Getting an Automated Text Message to Read Passcode 

Once the Two-Factor Authentication is set up, you need to login through normal process 
of entering Username and Password. Then click on Login button to continue. 



 

    

             
        
           

   

 
         
         

 
 
 

   

               
              
            

Setting up Two-Factor Authentication 

This section instructs you on how to setup Two-Factor Authentication in the Payment 
Management System. After logging in, User will be directed to Two-Factor 
Authentication One-Time Setup page. There are two different ways to retrieve a 
Passcode using Two-Factor Authentication. 

• Getting an Automated Phone Call to hear Passcode 
• Getting an Automated Text Message to Read Passcode 

Telephone Number Verification 

The first time you login you will see a Telephone Number Verification screen where you 
will be asked to test and verify your telephone number(s). Select the Radio button next to 
the Phone Number you wish to verify and click the Test Telephone Number button. 



 

           
           
            

    

 

             
          

       

Telephone Number Verification 

TELEPHONES 

Status Location Country Code Area Code Number 
Extension 

LEG:ND:~ Domestic 

-Added~ 
- Updated 

0-Removed 

Add 

Page 

Remove 

703 

of 1 

Edit 

Telephone Number Verification 

TELEPHONES 

Status ,-- .. 

LEGEND 
• AOded 
• Ul)date<I 

0-Remove<I 

, Telephone Number 

Country: 

·Telephone: 

"Telephone Type: 

·Prtmary Telephone Number: 

"MultiFactor Telephone Default 

"MultiFactor Text Default 

7775555 

Records per page: 10 . 

Exten$i00 ... __ 

UNITED STATES (+1) 

+1 (555) 444-3333 

omce 

Yes 0No 

Yes 0No 

Yes 0No 

cance1 

Pnmary 
Type Telephone 

Number 

Office 

.. ~ Displaying 1 to 1 of 1 items. 

MultJFactOf 

IC 

Ext 0 

Cancel 

MultJFactor 
Text Default 

0 

MulbFactor 
MultiFactor Telephone 

Text Default 
Default 

If you choose either Add or Edit your telephone number(s), a pop-up will display 
enabling you to add or change your telephone details. Click the Save button to 
continue. You may also remove a telephone number by selecting the number an 
clicking the remove button. 

Depending on your default multifactor selections, you will either receive a text message 
on your smartphone or receive a telephone call with a 6-digit passcode. Enter this 
passcode and click the OK button to continue. 



 

              
 

 

             
              

   

Telephone Number Verification 

TELEPHONES 

Ftim~r., Mu Fac:o;r 
vOU"b) C")de Area t;Ode Number Exten:")O T-,e TeJe-,hone Telephone 

LEGEND 

-Added 

- Updated 
0- Removed 

Domestic. 703 7 775555 

Paoe of 1 Records per page 

Test telephone number 

um 

Office 

10 . ~' Dtsplaying 1 10 1 of t items 

X 

Ada 

The telephone number below 1s the telephone number you have chosen as your 
Multlfactor Telephone Default. You will receive a call with your passcode at this 
number now. 

Telephone number +1(703) 777-5555 

"Passcode 

Telephone Number Verification 

TELEPHONES 

Status Location Country Code Area Code 

LEGEND. 

- Added 
0. Updated 

0-Removed 

Domesbc 703 

Page of 1 

Add Remove Edit 

I 5318911 

Number 

7775555 

Records per page. 

Extension Pnmary 
Type Telephone 

Number 

Office 

10 . ,, Displaying 1 to 1 of 1 items. 

Cancel 

Ce" -

ncel 

MulbFactor 
Telephone 

Default 

MulfFact:u 
. e•- I 

Multi Factor 
Text Default 

Once the passcode is verified the pop-up will close. Click the Continue button to 
continue. 

Next you will see the Certification screen where you will be asked to certify your 
telephone number(s). Check the Checkbox to certify your number then click the I Agree 
button to continue. 



 
  

Shown below are the Telephone Numbers associated with this PMS Account. These Telephone Numbers will be used as part of the Twe>-Factor Authentication 
login process thus making the accuracy of these Telephone Numbers important. If these Telephone Numbers are correct and at least one Telephone Number has 
been designated as MultiFactor Telephone Default or MultiFactor Text Default, check the Certification Box and click the "I Agree" button. If any of these telephone 
numbers are incorrect, click the Back button and make the appropriate corrections. 

TELEPHONES 

status Location 

0 Domestic 

LEGEND: 
0-Added 
0- Updated 

O. Removed 

CERTIFICATION 

Country Code Area Code 

703 

Page of 1 

Number Extension 

7555555 

Type 

Office 

Primary 
Telephone 
Number 

Records per page: 10 ,.. 4f) Displaying 1 lo 1 of 1 items 

Multi Factor 
Telephone 

Default 

MultiFactor Text 
Default 

I certify that the information, statements and representations provided by me on this form are true and accurate to the best of my knowledge. I understand 
~ully false certification is a criminal offense and is punishable by law (18 U.S.C. 1001). 

Back 



 

    

                 
 

 

Authentication One-Time Setup 

PMS Two-factor aulhen.tication is a method of confirming your daimed identities by using a combinali on of two different factors such as something you 
know and something you have. Use one of the options bel<:Ylv to setup your PMS Tw0-Factor Authentication prefe,ences. If you have any questions 

please see our PMS Se1u!;! ofTw0-factor Authentication Section of our User Guide, conlacl us al 1-877-614-5533 or PMSSu1m.Q.[!@P-§:C.hhs.gov. 

Get Automated Phone Call to Hear 

Passcode 

To gel an automated callback to hear a generated passcode 
from a voice service, selecl thjs option. You v.;11 need to verify 
your default PMS telephone number or selecl a preferred 

number in ,•rhich you wish to receive your ca/Js. You can change 

this number at any time. 

STEP 1: Learn about the Callback Process 
Gel a quick briefing to learn more about the PMS Callback 
Process_ 

STEP 2: Configure andl'or Verify Your Telephone Number 
Use your PMS Defaull Telephone Number below to setup your 

callback or ChanQ£Y.OUr Default Number. 

STEP 3: Choose this Authenticatioo Option 
Oick button belov, to save lhis as your PMS Two-FactOf 

Aulhentication Option and continue. 

GET A CALLBACK• 

Waming Notice! 

l 

Get Automated Text to Read Pass code 

To gel a Text message lhat allo\!rs you to read a generated 

passcode from a service, select this option. You wiU need lo 
select a lelephone number lo which you wish lo receive you:r 
texts. You can change this number at any lime. Text 
messaging rates may apply_ 

STEP 1: Learn about the Text Process 
Gel a qujck briefing to Learn more abou1 the PMS Text 

Process. 

STEP 2: Configure andl'or Verify Your Telephone Number 
Use your PMS Defaull Telephone Number below to setup your 
callback or Changu.our Default Number_ 

STEP 3: Choose this Authentication Option 
Oick button below to save this as your PMS Two-FaclOf 

Aulhentication Option and continue. 

RECEIVE A TEXT ► 

This is a U.S. Government ComputEr system, which may be aci::essed and used only for authonzed GovernmeJ1l business by amhorized persaru,el. Unauthonzed access. 
or use of this complier system may sut:ject violators to criminal, civil an<ll'or Dninistrative adion. 

Al information on this computer system rna.y be intercepted, recorded. read. copied and disclosed by and lo aJ1horized persoMel for officaa.l purposes, inckidWlg cmlinal 
RVE!s1igations.. Such information includes senSJtive data encryp::ed to comp)' with confidenM:ly and privacy requirements... Access or use of this compu~er system by any 
person, whether authorized or 1mall1horized, constitute:s conseru to these terms. 

Two-Factor Authentication One-Time Setup 

At this time, select the best option to retrieve a Passcode to login to the PMS using 
Two-Factor Authentication. 



 
 

        

              
      

 
          

 

 
  

Authentication One-Time Setup 

PMS Two-faclor authentication is a method of confirming your claimed identities by using a combinalion of h'IO different factors Stlch as something you 

know and somethin,g you have. Use one of the options below lo setu:p your PMS Two.Factor Authenlication prefeiences. If you have any questions 

please see our PMS SeltJ~ oflwo-FactOf Authentication Section of our User Guide, contact us al 1-877-614-5533"' PMSSu~llQ[l@~sc.hhs.gov. 

Get Automated Phone Call to Hear 

Passcode 

To gel an automated callback to hear a generated passcode 

from a voice service, selecl this option. You v.;1I need to verify 
yoor default PMS tetephone number or seJecl a preferred 
number in which you wish to receive your calls. You can change 

&his number at any time. 

STEP 1 : Learn about the Cal Iba ck Process 
Get a quick briefing to Learn more abou1 the PMS Callback 

Process. 

STEP 2.: Configure andtor Verify Your Telephone Number 
Use your PMS Defaull Telephone Number below to setup your 

callback or Chan~Y.our Def au.It Number. 

STEP 3: Choose this Authentication Option 
Click button belo111 to save lhis as your PMS Tw0-Fact01 

Authentication Option and continue. 

GET A CALLBACK• 

Waming Notice! 

Get Automated Text to Read Pass code 

To gel a Text message that allows you lo read a generated 
passcode froo, a service. select this option. You wiU n ee<i to 
select a telephone number lo which you wish lo receive your 

texts. You can change this number at any lime. Text 
messaging rates may appiy. 

STEP 1: Learn about the Text Process 
Gel a quick briefing to Learn more about lhe PMS Text 

Process. 

STEP 2.: Configure and/or Verify Your Telephone Number 

Use your PMS Default Telephone Number below to setup your 

callback or Changu.our Default Number. 

STEP 3: Choose this Authentication Option 
Click button below to save this as your PMS Tw0-Fact01 

Authentication Option and continue. 

RECEIVE A TEXT> 

This is a U.S. Govemment Comptr1er system, which may be accessed and used only fof authonzed Gcwemmeru OOsiness bi; avthoriz.ed persoonel. Unauthonzed access 
or use of this computer system may su:t:;ect viola.tors to ctminal, civil and/or administrative action. 

Al infoonation on this oomputa system may be intercepted, ,ecorded, re.acl. copied and disclosed by and co au;horized persoru,el fof official purposes, includ.,g aiminal 
investigations. Such infoonation includes sensitive data encrypc:ed 10 compl)' with coc,fidermal)' and privacy requirerne,ns. Access or use of th.ts complr:er system bi; aJ'l)' 

person, ~er a-uthorized or wuuthorized, constitutes consent 10 rhese terms.. 

Getting an Automated Phone Call to hear Passcode 

This section of the guide describes how to Get an Automated Phone Call to hear 
Passcode from the Two-Factor Authentication Setup screen. 

Setting up Two-Factor Authentication using a Phone Call back option. 



  

         
              

        

 
               
            
            

     
            

  
              

 

              

 
 

 

  

Authentication One-Time Setup 

PMS Two-factor aulhenbcation is a method of confirming your claimed idenlltJes by using a con"tlinalion of h•ro different factors such as something you 
know and something you have. Use one of the options below lo setup your PMS T1uo-Factor Authenllcabon prefeiences If you have any questions 
please see our PMS SetuP-of Two-factor Authentication Section of our User Guide. contact us al 1-877-614-5533 or PMSSu1;1P-Q!!@P-:SC hhs gov 

Get Automated Phone Call to Hear 
Passcode 

To gel an automated callback to hear a generated passcode 
from a voice service_ seiecl this option. You v,ill need to verify 
your default PMS telephone number or selecl a preferred 
number in which you wish to recerve your calls You can change 
Chis number at any bme 

Get Automated Text to Read Pass code 

To gel a Text message that allows you to read a generated 
passcode frCN'TI a service select lhis oplioo. You wi~ need lo 
select a telephone number lo which you wish lo recen1e your 
lex:ls You can change this number at any lime Text 
messaging rates may appfy 

ocess STEP 1: Learn about the Ca 
Get a quick briefing to Learn n: 
Process 

Get a Callback x I abou1 lhe PMS Tex1 

Using lhis option wrn call the lelephone number lisled wilh a Passcode. II 
that is your preferred choice, click the Continue Button otherwise d1ck the 

STEP 2: Configure and/or V. 
Use your PMS Delaull Teleph 

callback or ChanrutY.our Derar 

Cancel button. 

+1 (571,------~ 

STEP 3: Choose this Authentication Option 
CIiek button below to save lhis as your PMS Two-FactOf 
Aulhenbcation Option and continue. 

GET A CALLBACK• 

Warntn Notice1 

Cancel 

Your Telephone Number 
Number below to setup your 
umber 

~TEP 3: Choose this Authentication Option 
Click button below to save lhis as your Prv1S Two-FactOf 
Authentication Option and continue. 

E E 

CALLBACK PROCESS 

When selecting this option for PMS login you will receive an automated 
Telephone call that will provide you with a 6-digit passcode that must be provided 
for login in addition to your username and PMS password. 

• You may receive your passcode to either a land line or a mobile Telephone. 
• The Telephone number to be used must be configured in PMS. 
• You can update your Telephone number from within PMS by selecting 

Account Maintenance and then Update Contact Information. 
• An automated Telephone call will provide you with a onetime use 

6-digit passcode. 
• The passcode must be provided within 5 minutes of receiving the Telephone call. 

Click on the Continue button in the pop-up to select Telephone Callback as default. 



           

 
 

           
 

 

              
        

 

 
               

   
 

On the Get Passcode screen, click Get a Callback at … 

Click on Continue button to go to the Verify Passcode page. 

If you need to change the method to receive the Passcode, click on Change Passcode 
Retrieval Option link to go back to the Get Passcode page. 

Enter the Passcode in the field that is retrieved by Telephone Call back on the 
Default Telephone Number. 



 

             
 

 

 

        
 

 
  

Passcode 

Enter Passcode: 

987456 

0Verify 

Passcode 1s valid for 1 min 49 sec 

\. Call me with a Passcode again 

• Change Passcode Retrieval Option 

-,-,-,-~--,~-"-,~-=-,"--~-~---,---------------------------------------------

~ ~ Payment Management System ~ llll (!) Ii) 

PMS USER ACCOUNT NOTIFICATIONS 

- &/1lt9l1 - lotW~llll'lll'l_,..,.. - IWE)p/9.....,IOdl\ll 

1ffllt~""PO'lo 

?-fltC.,.onllP-cti-.R--, 

,_.,,o.r. ..... ~~ 

0 APPROVE PAYMENT REQUESTS (111) 

0 REQUESTHISTORY(&) 

After the Passcode has been entered, click on Verify button to Login to the PMS 
Application. 

User will be logged into the PMS Application. 



     

             

 

 

            
           

     

 

 
            
             

         
      

 

Get Automated Phone Call to Hear 

Passcode 

To gel an aulomated callback to hear a generated passcode 
from a voice service, selecl th.is option. You v.;11 need to verify 
your default PMS telephone number or select a preferre<! 

numbef in which you wish to receive your cans. You can change 
this number at any time. 

STEP 1 : Learn about the Cal I back Process 
Get a quick briefing to Learn more about lhe PMS Call bad 

Process. 

STEP 2: Configure andl'or Verify Your Telephone Number 
Use your PMS Default Telephone Number below to setup your 

callback or Chan~Y.our Default Number. 

STEP 3: Choose this Authenticatioo Option 
Click button below to save this as your PMS Two-Factor 

Aulhentication Option and continue. 

GETACAU.BACK ► 

Change My Default Number for Callback 

*Choose Telephone Number: 

- Cancel 

X 

• +1 (888) 222-3333 .......... 

+1 (777) 666-5555 ~ 

Change My Default Number for Callback X 

*Choose Telephone Number:-.,•-+.,1,.s.,8.s .... 2,.22_,-..,33_,3_3_.,. 

+ 1 (777) 666-5555 

Cancel 

Changing a Default Telephone number 

Click on the link in Step 2 to change the Default Telephone number. 

Change My Telephone Number pop-up will be displayed. Select a Default Telephone 
number to receive a Passcode by Telephone Callback. This is relevant for the Users who 
has more than one Telephone number. 

To change the Default Telephone number, select the new Telephone number by clicking 
on the radio button and then click on Save button. To update the Telephone numbers 
displayed select the Account Maintenance option and then Update Contact 
Information when logged into PMS. 



               

 
   

             

            

             
       

 

             
  

 

               
   

 

Verify Passcode 

A ERROR. lnpu: can no· be empty 

Enter Passcode: 

Enter 6-D1git Passcode 

OVerify 

Passcode IS EXPIRED 

\. Call me with a Passcode again 

Verify Passcode 

A ERROR: lnpu: can no1 be empty . 

Enter Passcode: 

Enter 6-Digit Passcode 

~ Verify 

Passcode IS EXPIRED 

\. Call me with a Passcode again 

After clicking the Save button, the new Telephone number will be displayed under Step 2. 

Invalid Passcode scenarios 

Invalid Passcode error message will be displayed due to the following reasons: 

• When an incorrect Passcode is entered, or when an expired Passcode is entered. 

A Telephone Callback Passcode will be valid for 5 minutes. If an incorrect/expired Passcode is 
entered, an error message will be displayed. 

Click on Call me with a Passcode again button to receive another Passcode by a 
Telephone Callback. 

Enter the new Passcode in the field that is retrieved by Telephone Callback on the 
Default Telephone Number. 



 
 

              
 

 

 
        

 
  

After the Passcode has been entered, click on Verify button to Login to the PMS 
Application. 

User will be logged into the PMS Application. 



        

           
   

 

 

               
    

 
  

              
               

    

 
             

   
              

        
           
             

             
 

            
 

us a1 1 

Get Automated Phone 

Call to Hear Passcode 

To gel an au1omated callback to hear a 
generated pas..,_ from a YOtCe 
seMCe select lhlS optlOfl You wll 
need to ven!y y011r oeraun PMS 
telepllOne number« seleet a prererre<I 
number an wtudl you wish to receive 

your cals Yoo can cnange lhis numt,er 
at any !line 

STEP 1: Lum about the C.1llb.1ck 
Process 
Get a qu,ck bnef,ng lo~ 

about me i=tus Calfback Pmc;ess 

STEP 2: Conf,gure and/or Verify 
Your 'hl•phone NumMr 
use your PMS oeraun Telepllone 
Number bek'Jw to setup your callback 
Or ~ypur Qetault Nµmt,e:r 

+ (777) 666-5555 

STEP 3: ChooH thl.S AuthentJC.lbon 
Option 
Chck button below to save lhiS as your 
PMS TWo-Factor Authenucauon Opbon 

anacontlflue 

GET A CALLBACK• 

Get Automated Text to 

Read Passcode 

To get a Text message that alll:PM you 
to reaa a generated passcooe ffom a 
service select tnrs option You w,I 

need 10 select a telepttone numoer to 
wn1en you wrsn to recetve your texts 
You can cnange lhtS number at any 
ume TeX1 messaging rates may apply 

STEP 1: Lum .1bout the 'hxt 

Process 
Gel a quJCk bnefNlg lo~ 

about tne PMS Text Process 

STEP 2: Conftgure and/or Verify 
Your Tel•phone Numbu 
use your PMS oeraun Telepllone 
Number below to setup your calback 
or ~your Qeraun Numt>er 

+1 (888) 222-3333 

STEP 3: Choose thl.S Auth•nbc.Jbon 
opuon 
Clio: button befow to save thtS as your 
PMS T\\'0-Factor Authenticai.on Opuon 

ana continue 

RECEIVE A TEXT• 

Getting an Automated Text Message to Read Passcode 

This section of the instructions describes setting up Two-Factor Authentication using a 
Text message option. 

Click on the link provided in STEP 1 to learn about a Text message Passcode process 
which is also listed below. 

TEXT MESSAGE PROCESS 

When selecting this option for PMS login, in addition to providing your username and 
PMS password, you will be required to provide a 6-digit passcode that will be transmitted 
to your Mobile telephone. 

• To use the Automated Text Process your Mobile Telephone number must be 
configured in PMS. 

• You can update your Telephone number from the login screens or within PMS by 
selecting Account Maintenance and then Update Contact Information. 

• You must select your Mobile Telephone as your Default Number. 
• You will receive a text message containing a one-time use 6-digit passcode. 

• The passcode must be provided within 5 minutes of requesting the passcode. 

Click on the link in Step 2 to change the Default Telephone number. 



 

            

 

 

              

 
  

STEP 2: Co figure and/or Verlfy 
Your T•ltp ont NumlMr 
use our 1.1 oer u • re 

umber lov, t 
rChang _y_=o=--.;=-=.:..::....:..::..=.:..ac:.=~r 

1 (888) 222-333 

or Chang~your De ault Number 

+1 (888) 222-3333 

S 11Ef> 3: CllooH this Auth•ntication 
Op 01'1 
Clide button below to save UliS as your 
F'MS Two-Factor Authentic-aoon ~tj 
and continue 

RECEIVE A TEXT I 

Click on RECEIVE A TEXT button to select Text message as default. 

Click on the Continue button in the pop-up to select Text Message as default. 



               

 

 
           

 

             
         

 

               
   

Passcode 

Enter Passcode: 

Enter 6-Digit Passcode 

t) Verify 

Passcode is valid for 4 min 56 sec 

\. Send me a Text again 

Change Passcode Relrieval Oplion 

On the Get Passcode screen, Receive a Text at … will be selected by default. 

Click on Continue button to go to the Verify Passcode page. 

If you need to change the method to receive the Passcode click on Change 
Passcode Retrieval Option link to go back to the Get Passcode page. 

Enter the Passcode in the field that is retrieved by Text message on the Default 
Mobile Telephone Number. 



 

              
 

 

 
         

 

  

Verify Passcode 

Enter Passcode: 

Enter 6-D,git Passcode 

~Verify 

Passcode is valid for 4 mm 56 sec 

\. Send me a Text again 

◄ Change Passcode Retrieval Option 

After the Passcode has been entered, click on Verify button to Login to the PMS 
Application. 

User will be logged in to the PMS Application. 



     

             
 

            
           

          
           

   

 

 
            
         

 

             
  

 

   

              
           
            

       

 

Change My Default Telephone Number for Text 

*Choose Telephone Number: 

- Cancel 

Change My Default Telephone Number for Text 

*Choose Telephone Number: 

)( 

• +1 (888) 222-3333 ... 

+1 (777) 666-5555 

+1 888 222-3333 

• + 1 (777) 666-5555 

Cancel 

Verify Passcode 

A ERROR: Input can not be empty • 

Enter Passcode: 

Enter 6-Digit Passcode 

~Verify 

Passcode is EXPIRED 

\. Send me a Text again 

Changing a Default Telephone number 

Click on the link in Step 2 to change the Default Telephone number. 

Change My Telephone Number pop-up will be displayed. Select a Default Telephone 
number to receive a Passcode by Text message. To update the Telephone numbers 
displayed select the Account Maintenance option and then Update Contact 
Information when logged into PMS. This is relevant for the Users who has more than 
one Telephone number. 

To change the Default Telephone number, select the new Telephone number by clicking 
on the radio button and then click on Save button. 

After clicking the Save button, the chosen Telephone number will be displayed under 
Step 2. 

Invalid Passcode scenarios 

Invalid Passcode error message will be displayed due to the following reasons: When an 
incorrect Passcode is entered, or when an expired Passcode is entered. A Text 
message Passcode will be valid for 5 minutes. If an incorrect/expired Passcode is 
entered, an error message will be displayed. 



                

 

 
                

  
 

 
 

              
 

Passcode 

A ERROR: Inpu1 can no' be empty ' 

Enter Passcode: 

Enter 6-0igit Passcode 

~Verify 

Passcode is EXPIRED 

\. Send me a Text again 

Verify Passcode 

Enter Passcode: 

~ Enter 6-0,g,t Passcode 

"Verify 

Passcode 1s valid ror 4 mm 56 sec 

\. Send me a Texl again 

c Change Passcode Retncval Oplion 

Click on Send me a Text again button to receive another Passcode by a Text message. 

Enter the new Passcode in the field that is retrieved by Text message on the Default 
Telephone Number. 

After the Passcode has been entered, click on Verify button to Login to the PMS 
Application. 



 

        
 

      
 

             
       

 
             

      
 

 
          

 
 

            
                 

            
 

              

User will be logged into the PMS Application. 

Changing your Two-Factor Authentication Default Setting 

This section of the guide describes how to Change your Two-Factor Authentication Default 
Setting from the Manage Two-Factor Authentication screen. 

To change Two-Factor Authentication default settings: After User is logged in, click on 
Account Maintenance -> Manage Authentication Settings. 

Manage Two-Factor Authentication page will display the selected option of retrieving the 
Passcode. 

To change the default method of retrieving the Passcode from Use Smartphone to 
either Get a Callback or Receive a Text, click on the Default option and the page will 
refresh and the new selected option will change to the chosen option. 

To return to the PMS Home page from the Manage Two-Factor Authentication use the 



  
 

 

 

      

            
         
 

 
   

          

 

  

               
    

Manage Two-Factor Authentication 

PMS Two-factor authentication is a metnod of confirming your claimed identrties by using a combination of two different factors sucn as sometning you 
know and sometning you have. Use one of tne options below to setup your PMS Two-Factor Authentication preferences. If have any questions please 
see our PMS SetUR of Two-Factor Authentication Section of our User Guide contact us at 1-877-614-5533 or PMSSURJlOr1@JlSC.hhs.gQY. 

Home icon. 

Managing your Two-Factor Authentication Contact Information 

This section of the guide describes how to Manage your Two-Factor Authentication 
Contact Information from both the Login screens and the Account Maintenance 
screens. 

Secure PMS Login 

Enter your Username and Password then click the Login button. 

Get Passcode 

Use the links in the footer of the Get Passcode pop-up to Change your Default Number, 
or Update Telephone Numbers. 



 

 

 
     

             
           

     
 

 
 

       

               
  

your Default Number 

*Choose MultiFactor Preference: IO Callback I Text 

*Choose Telephone Number: 16+1 (777)777-7777 l 
+1 {/fl) flf-l/1/ e : 777TT 

+ 1 (800) 703-5555 ext 12345 

+ 1 (888) 888-8888 

cancel 

X 

Change your Default Telephone Number 

To change your Default Telephone number, select either the Callback or Text option, 
select the Telephone number from the list of numbers under Choose Telephone 
Number, and click the Save button. 

Update Telephone Numbers - Answer Security Question 

If you clicked on Update Telephone Numbers link, you will be forwarded to the Answer 
Security Question screen. 
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SECURITY QUESTIONS & ANSWERS 

Please enter the answers for security questions for your account. The answers are case sensrtive and must be a minimum of 5 and a maximum of 30 
alphanumeric characters only. 

Security Question 1: In what city were you born? 

·security Answer 1: lrysons I 
Security Question 2: In what city were you married? 

•security Answer 2: ITysons I 
Security Question 3: In what city did you honeymoon? 

•security Answer 3: ITysons I 

CERTIFICATION 

liil certify that I am authorlZed by my organization to use the Payment Management System. I further certify that my name, phone number and email 
q;fess are correct. I am aware that any false, fictitious, or fraudulent information may subject me to criminal, civil, or administrative penalties. (U.S. Code, 
Title 218, Section 1001 ). 

NOTE: If your Answers to your Security questions are correct, you wm be allowed to change your Telephone Numbers If not, you must fill out a form and 
email it in. 

Cancel 

Complete the Security Answers for each question, select the Checkbox for the 
certification statement, and click the Submit button to continue. 

Update Telephone Numbers 

Click the Add button to add a new Telephone number, select an Existing Telephone 
number and click the Remove button to delete a Telephone number and click the Save 
button to continue. 



 

       

           
               

 

            
           

                
   

 

Telephone Numbers 

TELEPHONES 

·select Action: Add Remove Edit 

status Location 

LEGEND: 
0-Added 

0- Updated 
0 • Removed 

Domestic 

Domestic 

Domestic 

Domestic 

Domestic 

Domestic 

Country Code Area Code 

703 

703 

777 

800 

777 

888 

Page of 1 

Update Telephone Numbers 

TELEPHONES Telephone Number 

·country: 

status locabo •Telephone: 

Domes' 

Domes· •Telephone Type: 

Domes< 

OomeS' ·Primary Telephone Number: 

Domes• 

Domes' ·MultiFactor Telephone Default: 

Domes· 
·MultiFactor Text Default: 

OomeS' 

LEGEND 

-Added 
0- Updated 

0- Removed 

Extension Primary 
Number Type Telephone 

Number 

7777777 Cell 

8888888 Home 

7777777 77777 Office 
+ 

7035555 12345 Office e 
+ 

7777777 Home 

8888888 Home 

Records per page: 10 . "' Displaying 1 to 6 of 6 items. 

cancel 

UNITED STATES (+1) 

+1 (202) 7 4 7-6893 Ext 

Olf,ce 

Yes 0No 

0 Yes No 

Yes 0No 

Clear Cancel 

Save Cancel 

Multi Factor 
Telephone 

Default 

e 

+ 

" 

0 

MuttiFactor Text 
Default 

Mutt1Fador Text 
Default 

Update Telephone Numbers - Add Telephone Number 

Select the Country from the country dropdown and/or check the "Do you want to 
override the Country Code?" checkbox to type in the country code in the Telephone field. 

Enter the Telephone, Telephone Extension and Select the Telephone Type from the 
dropdown. Choose yes or no for the Primary Telephone Number, MultiFactor - Telephone 
Default, and MultiFactor - Text Default. Click the Test button to test number entered to get 
a Verification code. 



          

              
         

 

       

     

Telephone Numbers 

TELEPHONES Telephone Number 

·country: IJNITED STATES (+1) 

Slgc~,r L ><:abo "Telephone: +1 (202, 7 47-6893 

Domes 

Domes "Telephone Type: rnrice 

Domes 

Domes 

Domes 

Domes "Mui 
"Passcode I 390750 I 

Domes 

Domes 

Cancel 

LEGEND 
- Added 
- Updated 

0- Removed - cancel 

Cancel 

0 

X 

X 

"11,; Factor Te ... ➔ 
Derau, 

Update Telephone Numbers - Add Telephone Number - Verification Prompt 

Enter the Verification Code that was either texted or delivered through a Callback into 
the verification input and click the OK button to continue. 

Update Telephone Numbers - Add Telephone Number 

Click the Save button to continue. 



 
 

         

             
                

 

 
          

Update Telephone Numbers 

TELEPHONES Telephone Number 

·country: UNITED STATES (+1) 

Status Local.lo "Telephone: +1 (202) 747-6893 

Domest 

0 Dome, "Telephone Type: Office 

Domest 

Dome, "Primary Telephone Number: Yes O No 

Domes; 

Domes• "MultiFactor Telephone Default: 0 Yes No 

Domest 

Domes< 
"MultiFactor Text Default: Yes O No 

LEGEND· 

-Added 

0- Updated 

0-Removed 
cancel 

Save Cancel 

Update Telephone Numbers 

TELEPHONES 

"Select Action: Add Remove Edit 

Ex1ension Primary 
status Location Country Code Area Code Number Type Telephone 

Number 

Domestic 1 703 7777777 Cell 

Domestic [1 703 8888888 Home 

Domestic 1 777 7777777 77777 Office 

Domestic [1 800 7035555 12345 Office 0 
Domestic 1 777 7777777 Home 

Domestic t1 888 8888888 Home 

Domestic 999 8888888 88888 Office 

Page of 1 Records per page: 10 . ., Displaying 1 lo 7 of 7 items. 

LEGEND: 
0-Added 
o. Updated 

0-Removed 

cancel 

Ext 0 

MultiFactor 
Telephone 

Default 

0 I 
I 
t 

X 

MultiFador Text 
Default 

MultiFactor Text 
Default 

Update Telephone Numbers - Add Telephone Number - Save 

Verify that your new Telephone number has been added which will be marked with a 
Plus Sign icon under the status column of the Telephone grid. Click the Save button to 
continue. 

After clicking Save, you will be navigated to PMS home. 
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